Concurrency and Computation: Practice and Experience

| RESEARCH ARTICLE

WILEY

Job Scheduling in Hybrid Clouds With Privacy Constraints:
A Deep Reinforcement Learning Approach

Haoyang He!

| Yan Gu! | Qingzhi Liu? | Hao Wu? | Long Cheng!

!State Key Laboratory of Alternate Electrical Power System With Renewable Energy Sources, School of Control and Computer Engineering, North China

Electric Power University, Beijing, China | ?Information Technology Group, Wageningen University and Research, Wageningen, The Netherlands | 3Computer

Science Department, Maynooth University, Maynooth, Ireland

Correspondence: Long Cheng (Icheng@ncepu.edu.cn)

Received: 8 February 2024 | Revised: 19 September 2024 | Accepted: 24 September 2024

Funding: This work was supported by Fundamental Research Funds for the Central Universities (2023YQ002).

Keywords: cloud computing | deep reinforcement learning | hybrid cloud | job scheduling | privacy preserving

ABSTRACT

With the proliferation of cloud computing and the escalating demand for extensive data processing capabilities, an increasing

number of enterprises are embracing hybrid cloud solutions. However, as more businesses move toward hybrid clouds, the need

for effective solutions to privacy and security concerns becomes increasingly important. Although current scheduling approaches

for cloud computing have addressed privacy protection to some extent, few have adequately considered the unique challenges

posed by hybrid clouds. To address this gap, we propose a novel approach for scheduling jobs in hybrid clouds that prioritizes

privacy protection. Our approach, called PH-DRL, leverages Deep Reinforcement Learning (DRL) to intelligently allocate jobs to

virtual machines, optimizing both privacy and Quality of Service (QoS), while minimizing response time. We present the detailed

implementation of our approach and our experimental results demonstrate the superior performance of PH-DRL in terms of

privacy protection compared to existing methods.

1 | Introduction

The cloud computing model, often referred to as the
service-based model, is witnessing a substantial surge in adop-
tion due to its ability to provide instant access to a shared pool
of computing resources [1]. Popular cloud service providers
like Amazon Web Services (AWS) and Microsoft Azure provide
instances that can be utilized on a pay-as-you-go basis, giving
users the flexibility to choose the resources that meet their
specific requirements [2]. This model’s availability, scalability,
and ease of use have established it as a preferred solution for
addressing the computing requirements of large volumes of data
generated by end users, and many works have demonstrated the
benefits of cloud computing for data processing [3].

In general, cloud computing environments can be broadly clas-
sified into three categories based on their deployment methods:
public, private, and hybrid cloud [4]. The private clouds pro-
vide a high degree of security and privacy while public clouds
typically provide low-cost access to computing resources, with
various pay-per-use models [5]. The hybrid cloud architecture
traditionally involves the integration of on-premises, private,
and public cloud services through orchestration across the dif-
ferent cloud platforms. It combines the controllability of private
clouds and the resources scalability of public clouds, provid-
ing elastic resource allocation, distributed deployment, and
proximity-based access. Therefore, the hybrid cloud is a more
flexible and cost-effective solution. The general architecture of
a hybrid cloud computing environment is shown in Figure 1.
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FIGURE1 | The general architecture of a hybrid cloud computing environment.

This figure illustrates how different types of infrastructure
are combined into a single, heterogeneous environment. Pri-
vate clouds provide advanced security controls, but may result in
lower resource utilization. Conversely, public clouds offer greater
elasticity and computing power, but introduce security risks,
especially for sensitive data and privacy. Therefore, it is crucial to
srike the trade-off between privacy and security objectives as well
as computational efficiency to achieve optimal performance.

In the realm of hybrid cloud computing, job scheduling is a
well-researched area. Applications in cloud environments typ-
ically receive a constant stream of jobs from users, making it
essential to have an intelligent scheduler that can effectively allo-
cate these jobs to the appropriate resources [6]. Job scheduling
enables the optimization of resource utilization, facilitates elas-
tic scalability, load balancing, and ensures data security. During
such a process, the communication of job scheduling is vulner-
able to attacks due to factors such as the fragility of communi-
cation links, data risks, and the security of third-party services
and integrations. Especially, privacy concerns have emerged as a
major issue. For example, location-based services (LBS) provided
by mobile apps, are particularly vulnerable to privacy breaches.
Although LBS can provide users with convenience, they also pose
a significant threat to their privacy. In the case that computing
jobs with location information are scheduled to public clouds,
malicious actors may be able to deduce sensitive information,
such as users’ habits, preferences, and even real identities, which
can lead to privacy violations and other security risks. To rem-
edy this problem, one potential solution is to limit the processing
of privacy data to specific, trusted clouds, [7] that is to say, the
computing jobs from users are dispatched to a hybrid cloud envi-
ronment. Although some studies have proposed hybrid cloud job
scheduling strategies, they tend to focus on the optimization of
cost or response time, and few studies have considered privacy in
their approaches [8].

In current advanced job scheduling frameworks in the hybrid
cloud environment, the majority simply assign privacy-sensitive
tasks to trusted virtual machines (VMs), without performing

further categorization of these tasks [7, 9]. In this paper, we
propose a three-layer privacy model that classifies jobs into three
types according to privacy levels. To balance privacy protection
with other user requirements during job execution in a hybrid
cloud, we propose a novel scheduling method called PH-DRL,
which incorporates the proposed privacy model, on the basis of
deep reinforcement learning [10] (DRL). Specifically, by using
DRL, we are able to effectively handle real-time job scheduling
in a hybrid cloud environment in an intelligent way, resulting
in improved performance and superior decision-making capa-
bilities. The novelty of this paper is to combine a three-layer
privacy model with DRL for intelligent decision-making in job
scheduling for hybrid cloud environments. The main objec-
tive is to minimize response time while ensuring privacy and
meeting quality of service (QoS) constraints. We present the
detailed implementation of our method, and our experimental
results demonstrate the effectiveness as well as superiority of our
proposed PH-DRL method.

In general, the main contributions of this paper are as follows:

« To address the challenges of job scheduling in a hybrid cloud
environment while considering privacy constraints, we pro-
pose a new approach called PH-DRL. This approach is based
on DRL which enables the scheduler to learn how to select
VMs that meet users’ privacy needs while also ensuring high

QosS.

« We provide a detailed description of our DRL model for
job scheduling in hybrid clouds. The model takes into
account the privacy constraints, QoS of job execution and job
response time.

« We evaluate the performance of PH-DRL using experiments
and compare it with existing job scheduling approaches. The
results show that PH-DRL outperforms other methods in
terms of job assignment success rate and response time.

The rest of this paper is organized as follows: We review the
relevant literature in Section 2. We provide an overview of our
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proposed system architecture in Section 3. We present the details
of our DRL approach in Section 4 and evaluate the performance
of our approach through experiments in Section 5. Finally, we
conclude our work in Section 6.

2 | Related Works

Job scheduling in clouds stands as a long-standing issue within
the realm of cloud computing optimization, with various solu-
tions proposed over the past decades. For instance, the improved
multi-verse optimizer (EMVO) algorithm [11] has been devel-
oped to effectively reduce makespan and increase resource
utilization in the cloud computing environment. Another solu-
tion, the modified Henry gas solubility optimization (HGSO)
algorithm, [12] based on the whale optimization algorithm
(WOA) and comprehensive opposition-based learning (COBL),
aims to optimize job scheduling in cloud computing. Addi-
tionally, a fuzzy-based job scheduling method (SAEA) [13] has
been devised to address multi-objective optimization scheduling
problems, considering factors such as energy costs, degree of
load imbalance, and security level. However, most of these meth-
ods are designed to handle batch jobs and are not well-suited
for real-time workloads. In contrast, this paper focuses on
addressing the challenge of real-time job scheduling in the cloud
environment.

Inrecentyears, the hybrid cloud architecture has become increas-
ingly popular, due to its ability to meet performance and cost
requirements. Specifically, there have been some studies on job
scheduling algorithms for the hybrid cloud [14]. These stud-
ies have mainly focused on optimizing execution cost and job
response times in hybrid cloud environments. For example, Yuan,
Bi, and Zhou [15] proposed a temporal job scheduling algorithm
for scheduling jobs within their delay constraints, taking into
account temporal variations in the green hybrid cloud. Addi-
tionally, Zhu et al. [16] introduced a scheduling approach called
matching and multi-round allocation (MMA), which aims to
maximize makespan and overall cost for all submitted jobs while
taking security and dependability considerations into account in
amulti-cloud environment. Our research focuses on hybrid cloud
job scheduling. In the meantime, we aim to develop a scheduling
model based on DRL with neural networks to solve optimization
problems in hybrid clouds.

In relation to DRL, the approach has been increasingly used to
tackle complex decision-making problems in various research
fields, due to its powerful ability to make decisions without
requiring prior knowledge [10, 17]. For instance, Wurman et al.
[18] used DRL to train agents to beat a human expert in the
game Gran Turismo. Liu et al. [19] presented a DRL-based
Internet of Things (IoT) network dynamic clustering solution.
Additionally, James, Yu, and Gu [20] and Zhu et al. [21] pro-
posed different combinatorial optimization strategies using
DRL to solve the vehicle trip generation problem and the UAV
trajectory generation problem, respectively. In fact, DRL has
also been applied to cloud job scheduling problems due to
its powerful decision-making capabilities. For example, the
DRL-based algorithm proposed by Wei et al. [6] can guarantee
the QoS requirements of users while making cloud job schedul-
ing under different real-time changing workloads. Huang et al.

[22] provided an advanced DRL-based method for cloud job
scheduling called AIRL, which can outperform existing schedul-
ing approaches in terms of QoS and average response time. Gu
etal. [23] utilized the DRL and simulated annealing to determine
the optimal scheduling strategy, aiming to balance the response
time and cost. Furthermore, Cheng et al. [24] considered not
only the QoS requirements of users but also the cost associated
with executing jobs on the virtual instances through DRL. In
comparison, our research focuses on improving privacy protec-
tion while maintaining high QoS for real-time jobs in a hybrid
cloud environment.

Generally, privacy has been a concern in the area of cloud job
scheduling, and many studies have tried to address the issue
in an effective way [25]. Moreover, the privacy issue has also
been considered in hybrid cloud job scheduling, with some
research focusing on optimizing privacy in workflow schedul-
ing. In fact, the problem is quite challenging as workflows have
dependencies between jobs. For example, Wen et al. [9] pro-
posed the MOPA algorithm, which stands for Multi-Objective
Privacy-Aware Workflow Scheduling, to solve critical privacy
disclosure issues in Cyber-Physical-Social environments. Addi-
tionally, Lei, Wu, and Xu [26] investigated ways to significantly
reduce the monetary cost when developing workflows in the
hybrid cloud with deadlines and privacy restrictions. Further-
more, Sharif et al. [27] proposed a new SaaS scheduling broker
made of MPHC-P1, MPHCP2, and MPHC-P3 policies to pro-
tect privacy while scheduling workflow jobs in hybrid clouds
to meet customer deadlines. Our work focuses on developing a
hybrid cloud job scheduling model based on DRL that takes pri-
vacy considerations into account while ensuring high QoS for
real-time jobs.

Recent research has increasingly focused on optimizing job
scheduling in hybrid cloud environments, targeting objectives
such as minimizing financial costs [28] and reducing makespan
[29]. However, few studies have considered privacy constraints in
the optimization problem of job scheduling in hybrid clouds. In
this paper, we propose PH-DRL, a novel approach to solve privacy
protection issues in the hybrid cloud environment. Our approach
aims to balance the trade-off between privacy protection and
other objectives such as cost, performance, and makespan.

Based on above discussion, as shown in Table 1, we summa-
rize the main features of some typical job scheduling works.
Specifically, some works are in a single cloud environment, while
PH-DRL can conduct job scheduling in a hybrid cloud envi-
ronment. Then, the majority of existing works are concerned
with scheduling jobs in batch form, while PH-DRL is capable of
scheduling real-time jobs. Additionally, in contrast to PH-DRL,
which considers both response time and privacy constraints as
optimization objectives, most extant works tend to regard only
one aspect, or even none.

3 | System Architecture of PH-DRL
3.1 | Hybrid Cloud Computing Model

As mentioned above, Figure 1 illustrates the general architec-
ture for job scheduling in hybrid cloud. The job processing can
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TABLE1 | Main features of typical approaches in literature.
Scheduling Environment Constraint Optimization
Ref. type real-time hybrid cloud privacy model DRL Optimization objectives
Wei et al. [6] v — — v Minimizing response time
Yuan, Bi, and — v — — Maximizing profit
Zhou [15]
Zhu et al. [16] — v — — Minimizing makespan and total cost
Baniata et al. [25] — — v — Minimizing task computing time
Wen et al. [9] — — v — Minimizing execution time and monetary cost
Lei et al. [26] — v v — Minimizing monetary cost
Chen et al. [28] — v — — Minimizing makespan and monetary cost
Zhang et al. [29] — v — — Minimizing makespan
PH-DRL v v v v Minimizing response time
Execution results
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be divided into three phases: transmission, scheduling, and exe-
cution. While the performance model of data transmission in
job scheduling has been thoroughly studied in previous works,
[15, 30] our focus in this work is to design a new scheduling
approach that prioritizes privacy. Therefore, we will only consider
the scheduling and execution phases in the following. Specifi-
cally, in our PH-DRL, we utilize virtual instances from various
TaaS providers to host applications. This allows for flexibility in
terms of utilizing both private and public cloud resources. More-
over, for a general case, users can submit requests with defined
QoS requirements, such as response time, computational power,
and resource efficiency.

Generally, the proposed PH-DRL framework, as illustrated in
Figure 2, includes three key components: the user portal, job
scheduler, and hybrid cloud environment. The user portal serves
as a liaison between the scheduler and end-users, facilitating the
submission of job requests and the dissemination of job execu-
tion results. The job scheduler, which includes the DRL model,
privacy model, and resource manager, is responsible for making

The privacy-aware hybrid cloud scheduling framework using DRL.

job assignment decisions and selecting the appropriate virtual
machine for execution. The DRL model and privacy model work
together to perform job filtering and assignment based on privacy
rules. Moreover, the resource manager oversees the performance
of other components and utilizes various functions to improve job
scheduling. These functions include VM monitoring, job moni-
toring, history repository, and job profiling. VM monitoring con-
stantly supervises the performance of VMs, while job monitoring
tracks the assignment and execution of jobs in the hybrid cloud
environment. The history repository stores historical files of job
execution and virtual machine performance, and job profiling is
used to identify characteristics of jobs such as job types and exe-
cution length.

To facilitate the description of the optimization problem stud-
ied in this paper, we provide the mathematical definitions of the
privacy model, workloads, cloud resources, and the job schedul-
ing mechanism as follows. The notations we used are given in
Table 2.
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TABLE2 | Notations used in our system.

Notation Meaning
JID; The id of a job
arrivalT; The time point of job arrival
JjType; The type of a job
JjSize; The length of a job
QoS; The QoS requirements of a job
PT; The privacy tag of a job
Vid,; The id of VM
Vpp; The cloud tag of VM
Viype; The type of VM
143 Processing speed (instructions per second)
Ve Processing speed for computing intensive jobs
Vf:) Processing speed for I/O intensive jobs
Vsecurity; The security tag of VM
T; Job’s response time
T Job’s execution time
Ty Job’s waiting time
VJ?‘" The available time point of VM
Tleave The completion time of job
3.2 | Privacy Model in Hybrid Cloud

Environment

When executing a job from end users in a hybrid cloud environ-
ment, privacy-sensitive data and jobs are unable to be exposed to
public clouds, [26] and we can assign these jobs to private clouds,
as private clouds typically outperform public clouds in controlla-
bility and privacy protection [27]. In order to distinguish whether
a VM is from a private cloud or a public cloud, we use a cloud tag
described as Vpp = {VM,, VM, }, where VM, and VM, represent
the VMs from private clouds and public clouds, respectively.

Compared with the cloud environments that most researchers
have focused on, the hybrid cloud environment in our study con-
siders an additional aspect, that is privacy constraint. Exposing
privacy-sensitive data to public clouds introduces several risks,
including unauthorized access, data breaches, and compliance
issues with regulations. Public clouds, while offering scalabil-
ity and cost benefits, often lack the stringent security measures
required for handling sensitive data. Therefore, to mitigate these
risks, our approach ensures that privacy-sensitive data is pro-
cessed within private cloud environments. It is worth mention-
ing that, when designing the privacy levels of our job scheduling
rules, data security is regarded as a supporting condition. The
security and bandwidth of data transmission should be guaran-
teed when transferring across cloud platforms over the Internet
against data breaches or data theft. Therefore, we also consider
security in the privacy model, which includes confidentiality and
integrity.

Based on this, a three-level privacy model is designed to ensure
privacy and security in the job scheduling process. Specifically,
jobs in the hybrid cloud environment can be divided into three

categories according to privacy levels, and for ease of representa-
tion, we define privacy tag PT = {L,, L,, L;}, where (1) L, denotes
jobs that can only be assigned to the private cloud; (2) L, repre-
sents jobs that can be assigned to either private clouds or public
clouds which has guaranteed security; and (3) L, represents jobs
that can be assigned to the private cloud and the public cloud
without any restriction. Moreover, in contrast to VMs in a typ-
ical cloud environment, VMs in the hybrid cloud environment
increase security tags as Security = {t,,t,}, where t, represents
that the VM satisfies the security requirements mentioned above,
and t, denotes that the VM does not meet the security require-
ments. The design of our privacy model is similar to that in recent
works [26, 27]. It can be extended based on specific needs by
integrating additional techniques, such as updating security tags
during scheduling, handling data breaches, reacting to changes
in the security posture of VMs, or incorporating thread injection
when external vulnerabilities are present within the hybrid cloud.
Nonetheless, it should be noted that these techniques are supple-
mentary to our approach, and a detailed integration and analysis
of them falls outside the scope of our study.

We record the scheduling rules of our privacy model in Table 3.
In each cell, symbol “v” signifies a rule-compliant assignment,
and symbol “X” denotes a non-conforming assignment.

As shown in Table 3, VM, (t,) indicates the VM from the private
cloud with security; and VM, (t,) represents the VM from the pri-
vate cloud without security. Similarly, VM,(t,) denotes the VM
from the public cloud with security; and VM,(t,) represents the
VM from the public cloud without security. For example, we con-
sider a scenario where the private cloud consists two VMs, VM,
and VM,, while the public cloud has two VMs, VM, and VM,. We
assume that VM, and VM, provide guaranteed security. Conse-
quently, during the job scheduling process, jobs with L, tag can
be scheduled to VM, and VM,, jobs with L, tag can be scheduled
to VM, and VM5, and jobs with L, tag can be scheduled to any VM.

3.3 | Workloads Characteristics

In our scheduling model, for the sake of simulating the real-time
computing jobs in hybrid cloud environments, we set them to
arrive randomly and with an uncertain pattern. Additionally, we
consider jobs to be independent and non-interfering with each
other. When submitting these jobs, users can specify their QoS
needs, which can be regarded as the criterion to judge the success
of the scheduling. We consider that job scheduler can make deci-
sions as soon as the job arrives. Jobs can be categorized into vari-
ous types, including computing intensive, I/O intensive, memory
intensive, and hybrid type. Among them, the first two are the
most typical types. Specifically, computing intensive jobs require

TABLE 3 | Scheduling rules of privacy model.
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a significant amount of processing power and computing time to
complete. On the other hand, I/O intensive jobs involve a sub-
stantial number of input/output operations, such as reading from
or writing to disk. Without loss of generality, in this paper, jobs are
divided into two typical types according to the dependence on dif-
ferent types of the resource, namely computing intensive jobs and
1/0 intensive jobs. Thus, each job can be described as:

Job; = {jID;, T, jType;, jSize;, QoS;, PT; } (1)

where jID,; is the id of the job, which represents the exclusive iden-
tifier of the job. T¢* denotes the time point of job arrival. jType; is
the type of the job. jSize; is the length of the job, which means
the required number of instructions to handle the job. QoS; is the
QoS requirements of the job, which is specifically the response
time requirements of the user for the submitted jobs. PT; is the
privacy tag of the job, which is used to indicate the privacy level
of the job.

3.4 | Cloud Resource Model

The job scheduling model proposed in this paper is in a hybrid
cloud environment, which leverages the computing power of
both private clouds and public clouds. Similar to the job work-
loads, it is general for VMs in the cloud computing market to
have two types, that is, computing intensive type and I/O inten-
sive type, which indicates that a job could have various execu-
tion times on different types of VMs. Moreover, since we focus
on privacy protection in the hybrid cloud, it is necessary to take
into account the cloud tag and the privacy tag mentioned above
for VMs. Thus, a VM in the hybrid cloud environment can be
described as:

v, = {Vidj, Vpp;, Vtypej,vp %4 Vsecun’tyj} )

com;> ¥ jo,?

where Vid; is the VM id, indicating the special identifier of the
VM. Vpp; is the cloud tag to identify whether a VM is from a pri-
vate cloud or a public cloud. Viype; is the type of the VM. Vfomj
and Vi‘; ~are the processing capabilities of the VM for execut-
ing com]puting intensive jobs and I/O intensive jobs, respectively.
Vsecurity; is the security tag of the VM, which is used to deter-
mine whether a VM meets security requirements.

3.5 | Mechanisms for Scheduling Jobs

The job scheduler in PH-DRL framework is responsible for
assigning jobs to specific VMs. There exists a waiting queue for
each VM, and if the VM is unavailable when a job is allocated to
it, the job will be placed on the waiting queue of the VM. In our
proposed model, the jobs follow a first-come-first-serve (FCFS)
manner, in addition, the execution of them are non-preemptive,
which means that each VM can merely execute one job at a time.
The job response time is composed of two parts: job execution
time and waiting time, [6] which can be described as:

T, =T + T ®3)

where T is the response time of the job, Tie"e is the execution time
of the job, and T;”a" is the waiting time of the job. During the exe-
cution time, the operation involves completing the job. We can
further describe the execution time T7* as:

=, if job; is computing intensive
T =3 = €y
Size,  ip. g - ) .
! L if job; is 1/0 intensive
V:

ioj

where jSize; is the length of the job.

Moreover, when a job is assigned to a VM, the VM may be idle
or busy at the current time. We make the rule that if the VM is
idle, the current job can be executed immediately, while if the
VM is busy, the current job needs to wait and cannot be executed
until the jobs in the waiting queue have finished. We define VJ?‘”
to represent the available time point, which means that the time
point when the V; can perform the current job. Thus, we describe
the waiting time T} as:

) 0, if queue L} =0
Tt = J )
! VJC.ur —T%, else

where queue L; is the waiting queue of V; when the current job
arrives, VU is the available time point of V/ o and T;” is the time
point of the current job arrival.

Further, we define Job; to signify the newly arriving job, and Job;
to denote the job assigned to V; before Job;. Thus, the available
time point of V; can be described as:

V;’ur — le’vait + T;l’t + Tie’xe (6)

where V}”.“’ is the available time point of V;, Tl?’,"a“ is the waiting
time of the job Job,, T;}t is the arrival time of job Job;,, and T is
the execution time of the job Job;.

‘We consider that the completion time point of job Job; is subject
to its arrival time point and response time. Thus, the completion
time of job Job; can be represented as:

TP =TH + T, )

where Tl?ea"e denotes the completion time of job Job;, T;" is the
time point of job Job; arrival, and T; is the response time of the
job Job;.

3.6 | Success Condition for Scheduling

We consider that there are two main criteria for judging the suc-
cess of scheduling. First, as mentioned above, we focus on privacy
issues in PH-DRL framework, so the process of the job scheduling
needs to satisfy privacy constraints. Second, in order to maintain
the QoS requirements provided by the users, we have to guaran-
tee that the job is executed within the expected time. Therefore,
we define a success criterion for our scheduling method as:

1, ifT; < QoS; andP =1

0, else

success(job;, VM) = { ©))
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where T; is the response time of the job, and QoS; is the QoS
requirement of the job provided by the user. P is used to denote
whether the scheduling rules of the privacy model are satisfied.
If the rules are followed, P = 1; otherwise, P = 0.

Based on these descriptions and definitions, the job-scheduling
problem in our work can be succinctly described as: in the hybrid
cloud environment, the objective is to allocate the jobs to a set of
VMs with minimum response time T; and maximize success rate
success of the scheduling model considering privacy constraints,
which can be defined as:
MinimizeT; = T&C + T}t
1, if T, < QoS;, andP =1
Maximize success(job;, VM) = 1 < QoS;
! J 0, else

©

4 | The Implementation of PH-DRL

We focus on utilizing DRL as a system controller to ensure
privacy-aware job scheduling in a hybrid cloud environment.
Specifically, we have adopted the deep Q-network (DQN) in our
implementation. In this section, we introduce DRL basics and the
details of DRL-based job scheduling.

4.1 | Deep Reinforcement Learning Basics

DRL is a powerful approach for solving complex control and
optimization problems. DRL consists of five fundamental com-
ponents: the action space, state space, reward function, agent,
and environment. In DRL, Markov Decision Process (MDP)
serves as a formal description and modeling tool for the envi-
ronment [31]. In this paper, we construct the job scheduling

problem as a MDP and utilize the interaction between the agent
and the environment to continuously learn and adjust strategies
based on real-time feedback, aiming to achieve better resource
utilization and performance optimization. For a general case,
the interaction process proceeds as follows: at each time slot
t, the agent observes the environment and obtains a state s,.
It then executes an action a, based on the observed state, and
receives a reward r, according to the selected action and the
reward function. After receiving the reward, the agent perceives
the next state s, ,, and the process repeats until the final state is
reached. The agent aims to find an optimal policy that maximizes
the reward by considering all states. To achieve this, DRL estab-
lishes an association between each state-action pair using a deep
neural network (DNN) [32]. The DQN is commonly used as the
foundation for the deep Q-learning framework, which helps the
agent make decisions about possible actions. Figure 3 shows the
idea of the PH-DRL framework. Specifically, jobs are requested
by end users. Subsequently, the attributes of the current job and
the information of the VMs are converted into state vectors.
The agent interacts with the environment to make intelligent
decisions, assigning each job to the most suitable VM. Finally,
the execution results are returned to the application users.

4.2 | DRL-Based Job Scheduling

In the hybrid cloud environment, the complexity of users’ jobs
can result in a large state space for the DRL model, leading to a
significant training time. To overcome this challenge, we have
incorporated an event-driven decision-making mechanism. This
mechanism allows for immediate scheduling decisions when
new jobs arrive. Additionally, by following the FCFS job arrival
manner, we can reduce the number of possible actions. The
action represents the target VM instance for the current job at
each decision point. The proposed DRL-based job scheduling

Agent
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FIGURE3 | The operating procedure of the PH-DRL framework.
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process comprises two distinct phases: the decision-making
phase and the model training phase.

4.2.1 | Decision-Making Phase

The decision-making phase is responsible for scheduling the
current job to the suitable VM instances in the hybrid cloud
environment through deep Q-learning techniques. By observing
the current state of the environment, the scheduler estimates
g-values of all actions using DNN at each decision point. Accord-
ing to the estimated g-values, a VM instance will be selected to
execute the job, and the agent will get a reward corresponding
to this scheduling decision. It is capable of adapting to dynamic
changes in job characteristics and environmental information,
resulting in optimal real-time decision-making. The important
components of our DRL model is described as below.

Action space (o ): The set of all possible actions available to an
agent in a specific environment is known as an action space. Con-
sidering the hybrid cloud environment, the action space consists
of the leased VM instances from both private clouds and public
clouds. Hence, the action space in our DRL model is defined as:

A =[VM, UVM,] (10)

where VM, and VM, represent the private VMs and public VMs
in the hybrid cloud environment, respectively.

State space (S): All possible states that an agent can transition
based on actions are contained in the state space. In our scenario,
assuming a new job arrives at time ¢, the state space of our DRL
model at time ¢ can be defined as follows:

S = [Siop U Sypd] an

where S;,, is the state of the current job at time ¢, and Sy, is the
state of VMs at time t. More specifically, the entire state space can
be described as:

S = [iType,.jSize;, QoS;, PT,, T TS,

. T;X;‘“] (12)
where jType;, jSize;, QoS;, and PT; represent the type, length,
quality of service, and privacy tag of the current job respectively,
and T}”}\f“ is the waiting time for the job in N** VM.

Reward (R): Once taking the action g, in the current state s;, the
system will evolve into a new state s,,; and receive a reward r,
from the environment. The reward plays a crucial role in guiding
the agent’s decision-making process. With the objective of satisfy-
ing the privacy requirements of the job in the hybrid cloud envi-
ronment and ensuring the QoS requirement of the application
users, we consider the effectiveness of privacy protection and
average response time as the factors for influencing the reward.
Thus, the reward function of our DRL model is defined as:

r= (1+e1+P)<%) (13)

where P, as mentioned above, is used to judge if the scheduling
rules of the privacy model are satisfied. Specifically, if privacy

requirements in scheduling process are met, then P = 1, which
means a greater reward value; otherwise, P = 0, which means a
smaller reward value. T; indicates the response time of the job,
and its smaller value corresponds to a larger reward value. And
A is a trade-off parameter utilized to coordinate the effect of pri-
vacy and QoS in the reward function. When the system priori-
tizes the impact of response time, we can increase the value of
A. Conversely, a smaller value of 4 can be set when the system
emphasizes privacy protection.

4.2.2 | Model Training Phase

During the model training phase, decisions and outcomes from
historical job scheduling are leveraged to guide the underlying
DNN in acquiring a more precise value function. Algorithm 1
illustrates the training procedure of the proposed DRL-based job
scheduling model. We adopt the e-greedy strategy to choose an
action randomly with the possibility €. As training proceeds, the
value of ¢ decreases, allowing to explore actions randomly ini-
tially and gradually shift toward exploiting actions that yield
higher rewards. Our training is performed offline, once the model
is trained, it is used for real-time job scheduling, which has sig-
nificantly lower computational requirements than training pro-
cess. In the model training process, experience replay and fixed
Q-targets are the two essential parts.

Experience replay [33]: At each time step, transition
(a;,8,,7;,8,4,) is stored into a replay memory A with capac-
ity N,. The parameter 6 of DQN is updated by the minibatch
which includes a fixed number of random samples S, from
the replay memory A. Two DNN neural networks have been

ALGORITHM 1 | The proposed DRL-based algorithm.

1: Input: initial €, «, y, learning frequency f, start learning time
7, minibatch S,, replay period 7

2: Initialize replay memory A with capacity N,

3: Initialize evaluation value function Q with random para-

meters 0
4: Initialize target value function Q with random parameters ¢’
5: for each new job j arrives at ¢; do

6: with probability €, randomly choose an action; otherwise
A; = argmax,Q(S;; A;6)
7: Schedule job j according to action A i receive reward R s

and observe state transition at next decision time ¢;,,;
with a new state S

1
8: Store transition (Sj,AjH,RjH,SjH) in A
9: if j > 7 and j = Omod f then
10: if j = Omod7 then
11: Reset @ =Q
12: end if
13: randomly select samples S, from N,
14: for each transition (S;,A;,1,R;4;,S;4,) in S, do
15: target, = r +ymax,Q(S, +1; A’;6")
16: update DNN parameters 6 with loss function of
target, — Q(sy, a;; )
17: end for
18: Gradually decrease € until to the lower bound
19: end if
20: end for
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set up, namely, the evaluation network with parameter 6 and
the target network with parameter 6’. This training method
outperforms the traditional Q-learning in two aspects. First, it
improves data efficiency as each experience step has the poten-
tial to be repeated many times during the process of parameter
update. Second, it facilitates a more efficient learning process
by randomly selecting experiences for training, breaking the
correlation in the training data and reducing the variance of
updates.

Fixed Q-targets [34]: During the training phase of DNNS, it
is common to employ both a target network and an evaluation
network to mitigate parameter deviation. The two networks have
identical share the same structures but have different param-
eters, with the target network generating target g-values and
the evaluation network providing estimated g-values. To avoid
divergence and oscillations during training, the parameters of
the target network are periodically updated by cloning them
from the evaluation network. Compared to the evaluation net-
work’s immediate parameter update, the target network’s update
is delayed, which helps stabilize the learning process. Overall,
this approach facilitates more effective learning by reducing
the impact of parameter deviation and promoting convergence
toward the optimal solution.

4.2.3 | Implementation Analysis

Concerning the complexity of training in our PH-DRL, each iter-
ation comprises two parts: the time complexity for the neural net-
work to calculate the Q-values for VMs in the current input state,
and for updating the network parameters. Given an input state
size of d and the number of neurons 4 in the hidden layers, the
time complexity of the first part is O(d x h?). Updating the net-
work parameters involves the use of experience replay and fixed
Q-targets. For a mini-batch of size S, the time complexity for this
update is O(S, X d X h?). Thus, the overall time complexity for
each iteration of our PH-DRL is O(S, X d X h? + d X h?), which
simplifies to O (S A X d X hz). Assuming T iterations are required,
the total time complexity of PH-DRL is O(T X S, x d X h?).
Upon completion of model training, the agent is capable of
executing decision-making exclusively through inference. The
inference time complexity is considerably lower than that of
training, since PH-DRL only performs a forward propagation
through the neural network to choose actions according to
the current input state, with a time complexity of O(d X hz),
thus enabling the real-time assignment of arriving tasks to the
appropriate VMs.

Based on the computational complexity analysis, it is evident
that the training process of the PH-DRL framework is performed
offline. The framework enables real-time job scheduling upon
completion of model training, thereby making it suitable for
large-scale hybrid cloud environments. Moreover, the PH-DRL
model is designed with flexibility in mind, allowing it to be
adapted to various cloud environments. By retraining the DRL
model with data from different cloud configurations, the state
and action spaces can be adjusted to accurately represent the spe-
cific characteristics and resource types available. This adaptabil-
ity ensures that the PH-DRL approach remains effective across a
range of cloud setups.

5 | Experimental Evaluation

To evaluate the performance of PH-DRL, in this section, we con-
ducted a comparative analysis with several widely used real-time
scheduling algorithms, including Random, Round-Robin, and
Earliest. Additionally, we also compared PH-DRL with two
state-of-the-art algorithms, namely TTS and MMA, which are
hybrid cloud job scheduling approaches proposed by Yuan, Bi,
and Zhou [15] and Zhu et al. [16], respectively. Our experiments
were carried out using the Pytorch framework and implemented
in Python 3.

5.1 | Experiment Setup

In our experiment, VMs are allocated not only to VM1 (pri-
vate cloud) and VM2 (public cloud) but also categorized into
two types: high-CPU and high-I/O. Similarly, job types are ran-
domly designated as either I/O intensive and computationally
intensive. It should be noted that although our proposed method
considers only high-CPU intensive and high-I/O intensive job
types, it has the flexibility to incorporate additional types such
as memory-intensive and bandwidth-intensive depending on
specific requirements. The experimental job data is generated
according to specific distribution functions, where job workloads
are randomly generated following a Normal distribution and job
arrival times are generated according to a Poisson distribution.

The initialization of the DNN involves a neural network with 20
neurons in the hidden layers. The replay memory N, is fixed at
800, and the minibatch size S, is fixed at 30. The learning rate
is fixed at 0.01, and the target iteration is fixed at 50 decisions
per episode. Once the replay memory has enough transition sam-
ples, the DNN begins to be trained. Additionally, other parame-
ters have been fixed as follows: y =0.9, f =1, =500, and € is
reduced by 0.002 in each learning iteration from 0.9.

5.2 | Comparison of Scheduling Performance

5.2.1 | Varying Mean Job Arrival Rates

We compare PH-DRL with various comparison algorithms at dif-
ferent levels of mean job arrival rates in terms of success rate and
average response time, respectively. To facilitate an intuitive com-
parison based on the experimental results, we plot the bar chart
in Figure 4. In this experiment, the mean job arrival rates range
from 10 to 30 with an interval of 5. To guarantee the fairness of the
experiment, all comparison algorithms are subjected to the same
experimental settings. Specifically, the percentage of high-CPU
VMs and high-1/0 VMs both account for 50% of the total number
of VMs, similarly, both the number of secure VMs and private
cloud VMs are half of all VMs. Moreover, the number of comput-
ing intensive jobs and I/O intensive jobs both account for half of
the total job arrivals.

From the results in Figure 4, it is evident that PH-DRL performs
significantly better than other comparison algorithms. Specifi-
cally, regardless of the number of mean job arrival rates, PH-DRL
achieves an "38% higher than the Round-Robin and Earliest
method in terms of success rate. And PH-DRL also has significant
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advantages in success rate over the model-based methods TTS
and MMA. Moreover, PH-DRL demonstrates a reduced response
time in comparison to the comparison algorithms. Based on the
above analysis, we conclude that PH-DRL can schedule the jobs
in a hybrid cloud with a much shorter response time while having
a higher success rate.

5.2.2 | Varying Secure VM Proportion

Similar to evaluation on different mean job arrival rates, in this
experiment, we compare the performance of various algorithms
for different proportions of secure VMs. Figure 5 shows the
results of the experiment. Without loss of generality, we set the
proportion of secure VMs to vary from 0.1 to 0.9 with an inter-
val of 0.2. For all comparison algorithms, we set the proportion of
computing intensive jobs and I/O intensive jobs to both 50%, the
proportion of private cloud VMs and public cloud VMs to both
50%, and the mean job arrival rate to be fixed at 20.

By observing the results in Figure 5, we can conclude that
PH-DRL outperforms the comparison algorithms in terms of
performance. Specifically, PH-DRL achieves a success rate that
is 20%-30% higher than other comparison algorithms in terms
of success rate. And PH-DRL outperforms TTS and MMA by
achieving better success rate. In addition, PH-DRL exhibits
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shorter response times compared to other comparison algo-
rithms. Furthermore, as the proportion of secure VMs increases,
we observe a continuous increase in success rate and a decrease
in response time. So we draw the conclusion that PH-DRL
performs better when a higher proportion of secure VMs are
presented in a hybrid cloud.

5.2.3 | Varying Private Cloud VM Proportion

‘We conduct experiments involving different levels of proportions
of private cloud VMs. The results of the experiment are displayed
in Figure 6. The proportion of private cloud VMs is set to vary
from 0.1 to 0.9 with an interval of 0.2. For the fairness of the
experiment, we make the following setup for all comparison algo-
rithms. The mean job arrival rate is fixed at 20, furthermore,
the proportion of secure VMs and computing intensive jobs both
account for 50%.

Asshown in Figure 6, regardless of the proportion of private cloud
VMs, PH-DRL outperforms the comparison algorithms in terms
of success rate and average response time. Moreover, it is appar-
ent to find that, along with the growth of the proportion of pri-
vate cloud VMs, the success rate increases and the response time
decreases, which indicates that PH-DRL performs better when
more private cloud VMs are in a hybrid cloud.
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6 | Conclusion

Job scheduling in hybrid clouds poses a significant challenge for
cloud-based application providers. In this paper, we have pro-
posed a job scheduling framework called PH-DRL, which has
taken into account privacy and QoS requirements. Specifically,
we have leveraged the real-time decision-making capabilities of
DRL and have developed an intelligent and efficient scheduling
approach that prioritizes privacy preservation in hybrid cloud sys-
tems while ensuring optimal performance. We have provided a
comprehensive description of our method, and our experimen-
tal results have convincingly demonstrated that the proposed
approach exhibits superior performance compared to existing
methods. Furthermore, PH-DRL exhibits excellent scalability, as
it can easily adapt to user’s evolving requirements and environ-
mental changes with minimal modifications. In our future work,
we plan to further develop the method to handle more complex
workloads in cloud, such as workflows from end users, with pri-
vacy preservation in mind.
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